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Copy protection of optical discs comprising a chip 


The invention relates to a record carrier having a first area for storing 
information, and a second area, the second area comprising an integrated circuit. 

The invention also relates to a method of manufacturing the record carrier, a 
system for protecting information on the record carrier, a device for reading the record 
carrier, and an integrated circuit. 


A record carrier of the type described in the opening paragraph is known, inter 
alia, from United States patent US 5,862,1 17. This document discloses a compact disc with a 
10 chip, in which the compact disc has an antenna which communicates with the chip for 
communication between the chip and a receiver situated in the compact disc player. In 
addition to the chip and the antenna, the compact disc also has connections for connecting the 
turns of the coil to the chip. This renders the production of the compact disc complicated and 
expensive. 

15 

It is an object of the invention to realize a simple and inexpensive copy 
protection of record carriers, for example, optical record carriers. 

According to the invention, the record carrier is therefore characterized in that 

20 transmitting means for transmitting additional information and receiving means for receiving 
a power supply signal for power supply of the integrated circuit are integrated in the 
integrated circuit, the receiving means comprising a light-sensitive sensor, for example, a 
photodiode. By integrating the transmitting means and receiving means in an integrated 
circuit (also referred to as chip), it is possible to manufacture the record carrier in a relatively 

25 inexpensive manner because no separate connections need to be established between the 
different components of the integrated circuit. By incorporating a photodiode in the 
integrated circuit, it will be possible to supply power to this circuit by means of an externally 
applied power supply signal. This measure also provides the possibility of manufacturing a 
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relatively inexpensive integrated circuit because it is not necessary to provide a separate 
power supply. 

The inventors have recognized that it is possible to equip an integrated circuit 
witii a light-sensitive sensor, for example, a photodiode without affecting the operation of the 
5 integrated circuit. In fact, it is known that when light is incident on an integrated circuit, 
parasitic currents are produced which may influence the operation of the integrated circuit. 
This particularly applies if the integrated circuit comprises a memory and/or a processor. 
Suitable materials for forming the integrated circuit are GaAs, SiGe or SiEr. Those skilled in 
the art will therefore try to prevent that light is incident on an integrated circuit comprising a 
„ 10 memory and/or a processor, let alone that they would incorporate a light-sensitive sensor, 
jj Another embodiment of the record carrier according to the invention is 

/"J characterized in that the receiving means are also adapted to receive additional information. It 
J 4 is possible to modulate the power supply signal in such a way that this signal may serve both 

for the supply of power to the integrated circuit and for transmitting additional information, 
J ' 1 5 for example, for copy protection measures. 

Another embodiment of the record carrier according to the invention is 
fi:- characterized in that the integrated circuit is contactlessly readable. Since the integrated 
™! circuit is contactlessly readable, it is possible to realize the system for protecting information 
on a record carrier, comprising a device and the record carrier, in a more flexible way. In 
20 fact, such a system provides more freedom for positioning the transmitting means and the 
receiving means which are present in the device aad on the record carrier. Moreover, such a 
system also provides the possibility of fixing the integrated circuit to the record carrier 
without this record carrier having contacts for this purpose, as is the case, for example, in a 
capacitive coupling between the integrated circuit and a reading device, in which the record 
25 carrier forms part of the capacitive coupling. 

A further embodiment of the record carrier according to the invention is 
characterized in that the integrated circuit comprises means for generating a first 
communication channel operating at a first frequency, and means for generating a second 
communication channel operating at a second frequency, the first frequency being 
30 substantially uneqiial to the second frequency. Since the communication channels are 

substaatially separated in frequency, for example, because the first frequency is in an optical 
frequency range (for example, realized by means of a LED and a light-sensitive sensor, for 
example, a photodiode; for example, at a frequency of 375 THz at a wavelength of 800 nm), 
and the second frequency is in a radio frequency range (for example, realized by means of a 
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radio receiver and a radio transmitter; for example, in a frequency range of 0.5-2 GHz), the 
communication signals are decoupled so that disturbances can be reduced or avoided. Since 
' the communication signals are decoupled, it is also possible to realize the traasmitter and the 
receiver in a simpler manner. 
5 A further embodiment of the record carrier according to the invention is 

characterized in that the additional information comprises a key for scrambling and/or 
descrambling the information. The key makes it possible to scramble the information stored 
in the first area on the record carrier and descramble the information stored in the first area. It 
is possible in the first communication channel, for example, to modulate the key information 

10 which is present in the additional information on the signal in an optical frequency range (for 
example, realized by means of a LED and a light-sensitive sensor) so as to realize copy 
protection for protecting the information stored in the first area on the record carrier. Since 
the transfer of energy to the integrated circuit is realized by means of the LED/light-sensitive 
sensor combination, it is no longer necessary to incorporate additional pov^er supply means 

15 (for example, a battery) on the record carrier or on the integrated circuit. 

The invention further relates, inter aUa, to a system for protecting information 
on a record carrier, the system comprising a device for reading and/or writing the information 
on the record carrier, and the record carrier, the device and the record carrier comprising 
transmitting means and receiving means for transmitting and receiving additional 

20 information, and is characterized in that the transmitting means and receiving means of the 
record carrier are integrated in an integrated circuit. 

An embodiment of this system according to the invention is characterized in 
that the integrated circuit comprises means for generating a first communication charmel 
operating at a first fr*equency, and means for generating a second communication channel 

25 operating at a second frequency, the first frequency being unequal to the second fi-equency. 
This provides the possibility of using the first communication channel operating in an optical 
frequency range (for example, realized by means of a high power LED present on the device, 
and a light-sensitive sensor, for example, a photodiode present on the integrated circuit) both 
for power supply of the integrated circuit and for data transmission between the device and 

30 the record carrier. 

Optical discs with integrated circuits or chips are known from the prior art. 
German patent publication DE 195 06 3 13 A! discloses a compact disc with a chip, in which 
the energy required for the chip is supplied by a device in the drive mechanism of the 
compact disc player. The compact disc is provided with a series arrangement of photodiodes 
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and a LED, both of which communicate with the chip. The device is also provided with a 
series arrangement of photodiodes and a LED. Both the energy supply and the 
communication between the chip and the device can be ensured by the photodiodes and 
LEDs. Since the compact disc also comprises a series arrangement of photodiodes and a LED 
in addition to a chip, the production of the compact disc will be more complicated and more 
expensive. 

US patent US 5,652,838 discloses a CD-ROM with a chip, in which the CD- 
ROM comprises light-sensitive sensors. The CD-ROM also comprises a battery for power 
supply of the chip. Since the CD-ROM, in addition to the chip and the battery, also comprises 
a plurality of light-sensitive sensors and connections for connecting these sensors to the chip, 
the production of the compact disc will be more complicated and more expensive. 

These and other aspects of the invention are apparent from and will be 
elucidated with reference to the embodiments described hereinafter. 

In the dravwings: 

Fig. 1 shows diagrammatically a record carrier according to the invention, 
Fig. 2 shows diagrammatically a reading device according to the invention, 
Fig. 3 shows an embodiment of a system according to the invention. 
Corresponding elements in the different Figures have identical reference 

numerals. 

Fig. 1 shows a concentric record carrier 1 which may comprise information, 
with a central aperture 2 and a track 3. The track 3 is arranged in a spiral or concentric pattern 
and comprises a first area for storing information. A second area 4 is also present on the 
record carrier 1 , the second area comprising an integrated circuit with transmitting means and 
receiving means for transmitting and receiving additional information. For suitable 
transmitting means and receiving means, see Fig. 3 and its explanation. 

Fig. 2 shows a device 6 which is adapted to read the record carrier 1 . The 
device 6 is equipped with drive means 26 for rotating the record carrier 1, and a read head 27 
for reading the track 3 on the record carrier. The read head 27 comprises an optical system of 
a known type, intended to generate a light spot 28 to be focused on the track of the record 
carrier by means of a light ray 29 which is guided by optical elements such as a collimator 
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lens 39 for coUimating the light ray and an objective lens 40 for focusing the Ught ray. This 
light ray 29 is generated by a radiation source 41, for example, an infrared laser diode having 
* a wavelength of 780 nm and an optical power of 3 mW. The read head 27 further comprises 
an actuator for focusing the light ray 29 on the record carrier and a tracking actuator 30 for 
5 fine-positioning the light spot 28 in the radial direction in the center of the track. Following 
the track by means of the laser beam may also be effected by varying the position of the 
objective lens 40. After having been reflected by the record carrier, the light ray 29 is 
detected by a detector 42 of a known type, for example, a quadrant detector and generates 
detector signals 31 such as, for example, a read signal, a tracking error signal and a focusing 

1 0 error signal. Use may be made of, for example, a beam-splitting cube 43, a polarizing beam- 
splitting cube, a pellicle or a retarder. The device 6 has tracking means 32 which are coupled 
to the read head 27 for receiving the tracking error signal from the read head 27 and for 
controlling the tracking actuator 30, During reading, the read signal is converted into output 
information in the read means 34, which is indicated by an arrow 33. The read means 34 

1 5 comprise, for example, a channel decoder for converting the detected channel words into 

source words, and an error corrector for correcting errors which are present in the read signal. 
The device 6 further comprises positioning means 36 for coarse positioning of the read head 
27 in the radial direction of the track, and a system control unit 37 for receiving commands 
from a controlling computer system or from a user, and for controlling the device by means 

20 of control lines 38, for example, a system bus connected to the drive means 26, the 

positioning means 36, the tracking means 32 and the read means 34. To this end, the system 
control imit 37 comprises a control circuit, for example, a microprocessor, a program 
memory and control gates for performing the procedures as described below. The system 
control unit 37 may also be implemented in a state machine in logic circuits, 

25 The device 6 further comprises receiving and transmitting means 5 for 

receiving and transmitting additional information stored in the integrated circuit which is 
present in the second area 4 on the record carrier 1 . In a preferred embodiment, this 
additional information comprises a key for scrambling and/or descrambling the information. 
This descramble key is added to descrambling means 35. The scrambled output information 

30 33 is subsequently descrambled in these descrambling means and subsequently passed on, 

which is indicated by an arrow 44. This descrambled information may comprise, for example, 
audio or video information which may be displayed on an appropriate apparatus. It should be 
noted that the terms scrambling and descrambling of information are also understood to mean 
encrypting and decrypting. In fact, it will be evident to those skilled in the art that there is no 
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fundamental difference between scrambling and encrypting information. In this embodiment, 
the information is first converted into source words and error-corrected in the read means 34, 
- and subsequently descrambled in the descrambling means 35. However, the invention is not 
limited to this sequence. Those skilled in the art will understand that this sequence can also 
5 be reversed. For suitable transmitting means and receiving means, see Fig. 3 and its 

explanation. In a preferred embodiment of the device according to the invention, the device 
also comprises write means for providing optically readable signs on the record carrier 1 . In 
this case, the record carrier must of course be a writable record carrier such as, for example, a 
CD-R disc or a DVD+RW disc. 

1 0 In this embodiment of the device according to the invention, the device 

comprises detection means (such as, for example, the detector 42 and the read means 34) for 
detecting optically readable signs representing the information on the record carrier L In 
another embodiment of the device according to the invention, the device comprises only 
receiving and transmitting means 5 for reading and receiving additional information stored in 

1 5 the integrated circuit which is present in the second area 4 on the record carrier 1 . In this 
case, the information on the record carrier will have to be detected by a separate device. 

Fig. 3 shows an embodiment of the system according to the invention. In this 
embodiment, the optical transfer of energy 8 and data 9 to the integrated circuit 4', present on 
the record carrier 1 , takes place via a light-emitting diode (LED) 7 which is present in the 

20 receiving and transmitting means 5 of the device 6. The light coming fi*om the LED 7 is 

collected by a photodiode 12 on the integrated circuit 4'. The energy for power supply of the 
integrated circuit on the record carrier is obtained fi'om the signal 13 coming from the 
photodiode 12. The signal 13 is also applied to detector 10. The detector is adapted to receive 
additional information from the device. This additional information is used in a copy 

25 protection algorithm 14. In a preferred embodiment, this copy protection algorithm is used 
for generating, under the influence of the received additional information, a descrambling key 
for descrambling the information on the record carrier. This descrambling key may be 
subsequently applied to a radio transmitter 1 1 which can subsequently transmit this key to the 
device 6 through an antenna 15. The device comprises a radio receiver 17 for receiving the 

30 key through an antenna 16. This key may be subsequently applied to a copy protection 
algorithm 18 which is present in the receiving and transmitting means 5. The key may be 
subsequently applied to the descrambling means 35 for descrambling the information from 
the record carrier. 
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Since the transmitting means and receiving means in the second area 4 are 
integrated in the integrated circuit 4' and since no external contacts need to be present on the 
- device 6, because the communication between the device and the record carrier 1 takes place 
without contact, the production costs can be reduced and the production can be simplified. 
5 This embodiment has the further advantage that the communication between the integrated 
circuit and the device can also be established when the disc is in motion, i.e. rotates. This 
embodiment has the further advantage that the transfer of energy for the power supply of the 
integrated circuit (in this case by means of the LED 7 and the photodiode 12) appears to be 
relatively simple, in any case simpler than energy transfer by means of a radio 

10 transmitter/receiver combination. It has also been foimd that the incorporation of the radio 
transmitter 11 on the chip is more advantageous as regards energy consumption than the 
incorporation of a light source, for example a LED. 

As has been explained hereinbefore, information is exchanged via a 
bidirectional communication channel between the medium to be protected (the record carrier 

15 1) and the fixed world (the reading device 6) so as to achieve copy protection of the 

information on the record carrier. By means of the copy protection algorithms 14 and 18, 
which are available on both sides, this communication channel is secured, whereafter the 
descrambling key is safely passed on from the record carrier to the device. Such a 
bidirectional channel with the record carrier may therefore be realized by incorporating an 

20 integrated circuit in a record carrier and by communicating with this integrated circuit from 
the fixed world. From this fixed world, for example, the playback device or writing device of 
a compact disc player, the required power is sent via an optical channel to the integrated 
circuit in or on the disc, for example, by means of a high-power LED. The additional 
information is modulated on this signal from the decoder copy protection algorithm. This 

25 additional information is applied to the detector 10 on the integrated circuit. This detector 
detects the additional information which is subsequently processed in the copy protection 
algorithm 14. The descrambling key is subsequently transmitted in a safe manner (for 
example, by scrambling the descrambling key with a key present in the device, for example, a 
private key) via a high-frequency radio signal to the receiving and transmitting means 5 of 

30 the device 6. These means comprise a radio receiver 17 with an antenna 16 which detects this 
signal and passes it on to the copy protection algorithm 18. 

It will be evident from the foregoing that the system according to the invention 
has the following advantages: 

it can be realized at low cost due to the absence of external connections, 
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it can be easily used in optical record carriers^ i.e. without complicating the 
manufacture of the record carriers, 
- - simple changes in the existing reading devices provide the possibility of 

communicating in the manner described above. 
5 The invention further relates to a method of manufacturing a record carrier. 

This method comprises the steps of: 

receiving information (in this step, the information to be provided on the 
record carrier is received; this information is represented by channel words obtained by 
encoding source words in a predetermined manner by means of a chaimel code, for example, 
10 the channel code EFM as is used in CD-Audio, or the channel code EFM+ as is used in 
DVD); 

providing the information on the record carrier (in this step, the information is 
provided on the record carrier, for example, the record carrier 1 as described with reference 
to Fig. 1); 

15 - providing an integrated circuit on the record carrier, which integrated circuit 

comprises transmitting means and receiving means for transmitting and receiving additional 
information (in this step, the record carrier is provided with an integrated circuit; as explained 
above, this provides the possibility of realizing a record carrier in a relatively inexpensive 
way, and, by using additional information in the integrated circuit, it will be possible to 

20 protect the information on the record carrier from unwanted copying). 

Although the invention has been elucidated with reference to the embodiments 
described above, it will be evident that other embodiments may be alternatively applied to 
achieve the same object. The invention is not limited to LEDs as light sources but may also 
be used with lasers or even sunlight as a light source. The record carrier is, for example, not 

25 limited to optical record carriers such as CD discs or DVD discs. The invention may be used 
for any type of record carrier. The reading device is thus neither limited to reading devices 
for reading optical record carriers. The invention may also be used in car keys, credit cards, 
identification tags and all kinds of devices in which identification of the user of the device 
plays a role and in which these devices comprise an area for storing the information to be 

30 protected from unauthorized copying. 

Furthermore, the invention is considered to reside in each and every novel 
characteristic feature and/or each and every combination of characteristic features. 


